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1 INTRODUCTION            

1.1 Overview 

Definition 
1. Reputation risk is a risk of loss resulting from damages to a firm's reputation. Loss can 

be in the form of lost revenue, increased operating costs, capital or regulatory costs or 
destruction of shareholder value. 

2. Reputation risk normally arises when a company’s previously assumed strengths are 
destabilized due to occurrence of risk events. This has the impact of leading to a 
formation of negative perceptions about the company by key stakeholders. 

3. Negative stakeholders’ view on the company jeopardizes is ability to operate on its 
assumed strengths. The strategic positioning, technical competence and the financials 
performance may be affected negatively. 

1.2 Purpose 

1. The objective of this document is to provide a management framework for assessing 
Centum reputation risk.  

2. It highlights potential reputation risks that Centum is exposed to, possible stakeholders’ 
reactions in the event of a risk event and gives some risk management activities to 
address the risks. 
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2 POTENTIAL RISK EXPOSURES          

1. Understanding sources of threats to a company reputation is a key and crucial step 
towards ensuring effective risk management. 

2. Centum, being a leading investment firm in the East Africa region, is exposed to 
numerous corporate reputation risks ranging from business conduct failures, investment 
decisions to even external attacks by competitors. 

3. The following table highlights key potential risk exposures to Centum. It is important to 
note that most of these risk exposures revolve around failed internal processes. The 
occurrence of these risk events could some huge spiral impacts if news hit the public.  
Therefore, to enhance Centum reputation, it is key that these exposures are adequately 
managed. 

 
Table 1: Key potential risk exposures 

Sources of 
reputation risk; 
normally a 
business operation 
or process 

Potential risks/Possible exposures 

  Business Conduct 
(Ethics & Conduct 
of Business) 

• Disreputable exposure to controversial partners/projects. 

• Misuse of customer/business partner data or information/Breach of 
data privacy agreements etc. 

• Misrepresentation of company position to the market through 
accounting irregularities. This may cause restatement of books of 
accounts. 

• Illegal or fraudulent activities (Including unjustified operating 
expenses) 

• Workplace violence (All forms of violence including sexual 
harassment, favors etc.) 

Questionable 
company 
decisions; could 
be investment 
related or 
otherwise. 

• Unexpected exposures in non-core markets/sectors 

• Unfortunate behavior by company leaders 

• Overly aggressive tax avoidance & other regulations 

• Excessive executive compensation 

• Business activities that contradict core brand values 

• Mishandled response to operational/conduct failure 

• Incidents of window dressing decisions  

Operational Risks 
related to business 
operations 

• Major investment/project failure 

• Badly executed business strategy 

• Poor customer relations 

• Non-performance of core infrastructure  

• Poor labor standards and approach to labor issues 

• Local or larger disaster caused by the company 

• Inability to respond to business disruption from disasters 

• Loss of key personnel/High employee turnover rate 

External Attacks 

• Collateral damage from a peer company incident 

• Incorrect or unfounded rumors and accusations 

• Negative public remarks by politicians/public institutions 

• Protest group opposition to business activities etc. 

• Spiral credit rating downgrade  
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3 STAKEHOLDERS            

1. It is important to understand key composition of Centum external stakeholders since 
their trigger reactions to a risk event could have huge spiral effects and whose impacts 
may jeopardize the operational capacity of the business. 

2. Records of key stakeholders’ perceptions & subsequent actions should be well 
understood and managed. 

3. A breakdown of key Centum key stakeholders and highlight of their possible actions is 
outlined below.  

 
Table 2: Possible stakeholders’ actions 
Stakeholder description Possible reaction Impact 

Business 
partners/Investors/Lenders 

-May not want to be associated 
with a tarnished brand and may 
withdraw their business 
-Lenders may suspend or 
withdraw lines of credit. 

-A decline in market share. 
-Consequent rise in the cost of 
finance. 

Traders 
Normally react fast and could 
initiate downhill spiral in share 
price 

Drastic fall in share price 

Analysts 

Question the future financial 
results and could change their 
investment strategies not 
favoring Centum 

Drastic fall in share price 

Rating Agencies 
Place the company on alert 
leading to potential downgrade 

Possible increased cost of 
finance 

Suppliers 
Unwilling to offer the same 
terms of business as previously 

Increased cost of doing business 

Employees Morale may dip  
-Difficult to attract top talent 
and possible of key staff. 
-High employee turnover rate 

Regulators 
May tighten expectations of the 
company 

Increased scrutiny leads to 
undue burden on staff and 
stress on the company 

Shareholders 
Dim view of the strength of the 
management and decide to 
withdraw their capital 

Sale of holdings may provoke 
fall in the share price. 

 
Key items to note: 

1. The share price movement will indirectly reflect the overall market view on the 
company strengths/reputation. A positive movement will indicate a strong confidence 
key stakeholder have in the company. 

2. Strategically, loss of confidence in Centum operating capacity could make it unable to 
secure major contracts, line of credits and cause to incur significant costs in efforts to 
rebuild relationship. 
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4 RISK ASSESSMENT            

1. Centum is East Africa's leading investment company listed on the Nairobi Securities 
Exchange and Uganda Securities Exchange. 

2. The market view about Centum will largely be captured in the share price since this 
reflects the confidence investors, analysts and key stakeholders have in the company. 
Assessment of external stakeholders’ perceptions will thus dwell around the movement 
of share price.   

3. Other assessments will include the following: 
a) Social media sentiments. Here, only key issues that would adversely affect 

Centum strategic activities will be considered. 
b) Direct engagement of stakeholders at key investor relations events. This will be 

achieved through use of feedback forms.  
4. An external party or firm (specialist) may be engaged under exceptional circumstances 

to conduct a reputation risk survey for Centum.  
5. Relevant departments such as Marketing, Investor Relations, Finance etc. will be 

engaged in the exercise. 
6. Analysis of risks that pose reputational challenges to the business will be prioritized 

based on their impact and possibility of materializing. 
7.  Ranking of risks will be in accordance with the impact and probability matrices 

provided on appendix 1, 2 and 3. 
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5 KEY MANAGEMENT CONTROLS         

1. Key risk management activities should be developed around the following areas. This 
should be part of the risk response plans. 

a) External attacks: develop mechanisms to provide reassurance to investors and analysts 

and involve the broader public by using social media as a platform for reputational 

advocacy. 

b) Social Media: build brand equity using social media platforms as part of preparation for 

reputational risk; involve managing messaging proactively so that when negative events 

cannot be prevented, Centum has reputational capital that helps it ride out the storm. 

c) Adverse Media mention analysis: Analysis of mass amount of news from the media, 

networks, and blogs. The techniques include information extraction, text mining, topic 

modelling, sentiment analysis and impact estimation. 

d) Crisis Management: develop crisis response plan. Damage to control processes should be 

anticipated and organized in advance. 

e) key internal issues: (frauds, failure of core systems, declining financial performance, exit 

of key staff etc.). when these hit the news, it may become a reputational risk. 

f) Reputation arising out of third parties: background checks on vendors and business 

partners as part of the ERM process. 

g) Existing Policies: Reference may be made to various existing policies that address 

reputation of the company, for instance, the Investors’ policy. 

2. Group Risk function should ensure that adequate controls are put in place and are 
working properly so that in the event of a risk event, Centum is able to respond 
adequately. 
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6 RISK MONITORING            

1. Risk monitoring is the process of implementing risk response plans, tracking of identified 
potential threats, monitoring of the residual risks and evaluating the effectiveness of 
the risk processes throughout the company. 

2. Monitoring of potentially identified risks should be ensured at the following two levels 
as indicated below. 

Category Description What can be monitored? Key risk indicators 

External 

 

Centum share price 
Adverse movement of 

share price  

Correlation btn share price and 

market indices; residual 

movement i.e. amount not 

explained by market is 

considered here. 

Social media  

Negative sentiments 

around key strategic 

objectives; with probable 

spiral effects. 

Frequency and spiral effects of 

negative sentiments about 

Centum brand and its related 

key personnel trending on 

Twitter, Facebook etc. 

Key stakeholders’ 

perceptions 

Stakeholders’ perceptions 

(Engagement through 

surveys) 

Complaints raised/Negative 

feedback on key strategic areas. 

Internal 

Internal processes & 

operating 

environment 

This will be covered 

through the concurrent risk 

management activities. 

As per the entities’ KRIs 

 

3. Group Risk function will ensure quarterly presentations to senior management of major 
reputational trends requiring change to corporate behavior. 
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7 RESPONSIBILITY           

The CEO supported by the Senior Management and everyone working for Centum will bear the 
responsibility for safeguarding and enhancing the reputation of the company and each of 
them shall play their part as reputational ambassadors for Centum brand. 

7.1 CEO & Senior Management 

The CEO and Senior Management will set an appropriate tone through a corporate vision, 
values and clearly articulated risk appetite which inform decision making and prescribe 
behaviors throughout the business. 

7.2 Group Risk function 

1. They will continuously scan the operational controls in place for threats that could 
impact Centum reputation.  

2. They will ensure continuous re-evaluation of reputational impact and design of 
appropriate responses to mitigate threats as well as identify opportunities to leverage 
on to boost Centum reputation. 

3. They will ensure that reputational risk management systems are functioning well and 
that the data within them are updated regularly to enable generation of accurate 
reports for decision making.  

4. They will conduct various awareness programs highlighting key drivers of Centum 
corporate reputation and risks facing it. 

5. The awareness programs will ensure that employees can sufficiently spot the warning 
signs of reputation damage and that corrective action is taken before a crisis strikes.  

6. Provide tools that Centum will leverage on to shape the key stakeholders’ opinion and 
minimize any perception/expectation gaps. 

7.3 Investor Relations 

1. Design key stakeholder engagement processes that help Centum to keep in tune with 
the changing stakeholder mood, perceptions, and expectations. 

2. Institute communication contingency plans and ensure relevant parties are well 
conversant with them. For instance, they can establish corporate relationships with 
media house to leverage on their wide coverage to counter negative news or publication 
about Centum.  
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8 DOCUMENT REVIEW AND APPROVAL        

8.1 Review 

This document and its related procedures will be reviewed annually. However, earlier 
revisions will be done in the event of any material changes in the operating environment of 
the business. 

8.2 Approval 

This document is approved for use by  

Designation Signature Date  

Group CEO   

 
 

Sample: Response & Recovery 
i. Client Compensation or Reparation: In the event of a loss due to negligence, the 

company will consider compensatory actions to restore client trust. 
ii. Operational Adjustments: Review and adjust operational practices to address the root 

cause of the reputation issue. 
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9 ANNEX             

Annex 1: Impact Analysis Matrix 

Description Rating Description of the 
impact 

Indicators 

Negligible 1 Negligible impact on 
strategic objectives 
 

 

▪ Negligible or no monetary loss 
▪ Negligible business interruptions 
▪ No expected litigation or compliant 

Low 2 Small variance from 
overall strategic 
objectives (0%-5%) 
 
 

▪ Possible complaints expected 
▪ Low key external interest 
▪ Minor monetary loss; up to KES 5 Mn 
▪ Minor business interruption; upto 2 days 

Moderate 3 Notable variance from 
overall strategic 
objectives (<20%) 
 

 

▪ Probable complaints expected 
▪ Moderate monetary loss; up to KES 10 Mn 
▪ Business interruption up to a week 
▪ Local press coverage 
▪ Stakeholders express concern 

Major 4 Significant variance 
from overall strategic 
objective (<30%) 
 
 

▪ Complaint expected/received 
▪ Major monetary loss; up to KES 15 Mn 
▪ Business interruption; up to a month 
▪ National press coverage; up to 3 days 
▪ Significant concerns raised by 

stakeholders 
▪ Major loss of information but 

recoverable 
▪ Regulatory bodies anticipated/Stringent 

regulations expected 

Extreme 5 Failure to meet 
strategic objectives 
 

 

▪ Threatens independent functioning or 
stability of the business 

▪ Monetary loss KES 15 Mn + 
▪ International & National press coverage 

of up to 3+ days 
▪ Serious/long term or permanent loss of 

information that directly impacts on the 
business ability to operate or ensure 
service delivery 

▪ External controls exerted making it 
difficult for the business to operate. 

▪ Threat of judicial review/expected 
litigation valued at KES 1 Mn+ 

▪ High profile breach of confidential 
information 
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Annex 2: Probability Analysis Matrix 

Description Score Likelihood of repeat event description 

Very unlikely to 
occur 

<10% 
Will only occur in exceptional circumstances but the 
potential exits 

Could occur 10%-20% 
Reasonable chance of occurring – has happened before on 
occasions 

Likely to occur 20%-30% 
Likely to occur – strong possibility; indicators show that 
the risk event could occur. 

Almost certain to 
occur 

>40% The event is expected to occur in most circumstances. 
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Annex 3: Key Rating Matrix 

Likelihood 
(Scale 0-2) 

40% 2.0 4.0 6.0 8.0 10.0 

30% 1.5 3.0 4.5 6.0 7.5 

20% 1.0 2.0 3.0 4.0 5.0 

10% 0.5 1.0 1.5 2.0 2.5 

 1 2 3 4 5 

 Impact/Consequence 

Risk Rating Description 

0-2.9 
Acceptable level of risk exposure subject to regular passive monitoring 
measures 

3.0-5.9 
Acceptable level of risk exposure subject to regular active monitoring 
measures 

6.0-10 
Significant level of risk exposure which requires immediate corrective 
action to be taken 

 


